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1. INFORMATION SYSTEM GENERAL 

INFORMATION 

1.1 Security Administration 

1.1.1 System Information 


Information System Name 


Infoimation System Number 


Date of Plan 

May 19, 2004 

Revision/Version 

Version 1.1 

TSABI Number 

N/A 

Web Location for documenlafion 
(if applicable) 
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Status (New System or Modification to an 
Existing System)? 

Modification to existing system 

Project ID (if applicable) 

N/A 

Deployment Installation Date 

N/A 

Security Test & Evaluation Date 


Required Operational Date 

Already operational 


1.1.2 Key System Points of Contact 


System Owner 

Name 


Organization 

ITD/TICTU 

Address 

erfJ 

Phone: Commercial 


Phone: Secure 


Pager 


Email Address 


Office Hours 


ISSM 

Name 


Organization 

SD/IAS 

Address 

erfJ 

Phone: Commercial 



Phone: Secure 


Pager 



Email Address 
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Office Hours 

ISSO 

Name 

1 ICON) 

Organization 

ITDn’ICTU 

Address 

ERFi 


Phone: Commercial 



Phone: Secure 


Pager 


Email Address 


Office Hours 


ISSO Alternate 

Name 

fcON) 

Organization 

ITD/DITU 

Address 

IS?! “ 1 

Phone: Commercial I 


Phone: Secure 


Pager 


Email Address 


Office Hours 


Project 

Manager 

Name 


Organization 

ITD/TICTU 

Address 

~ “1 

Phone; Commercial 


Phone: Secure 


Pager 


Email Address 


Office Hours 


System 

Administrator 

Name 

■ 1 

Organization 

ITD/TtCTU 

Address 

ERFi 1 

Phone: Commercial | 

1 

Phone: Secure 


Pager 


Email Address 


Office Hours 


DAA or 

Accreditation Unit 
Representative 

Name 

■ 1 

Organization 

lAS/AU 

Address 

HQ FBI 

— 

Phone: Commercial 

1 

Phone; Secure 


Pager 


Email Address 


Office Hours 
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TICTU 

DCS-5QOO 

TICTU 

DCS-5000 • 

TICTU 

DCS-5000 

TICTU 

DCS-5000 

TICTU 

DCS-5000 

TICTU 

DCS-5000 

TICTU 

DCS-6000 

TICTU 

DCS-6000 

TICTU 

DCS-6000 

TICTU 

TICTU 

TICTU 

TICTU 

TICTU 

TICTU 

TICTU 

TICTU 


TICTU 

TICTU 

TICTU 


TICTU 



Divtsion Organization Contact List and RMS Search List • ^ 

Program Keywords Program Team Members 

(maximum of 6 per (can be the same people <m 

program} Program Manager Phone No. multipie programs) Phone No. 
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DATE 02-03-2003 BY 60322/UC/LRP/PLJ/SdD 


fy tr 



:OTD)(CON 


From: 

Sent: 

To: 

Cc: 

Subject: 


l (OTD) (FBI) 

Friday September 15. 2006 4;30 PM 

(OTD) (FBI) ^ 

— l(OTD)(CON) | 

_J(OTD) (FBI) 

DCS-5000 Wkly HiLltes (9/1 1/06 - 9/15/06) 


(OTD) (CON) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Accomplishments - 
Development - 

• ERF Disaster Recovery Back-uos - ADorox 


f the RW system comoonents still need backinq-u 



Leave/Travel - 


la re performing the RW Security Upgrade at| [9/21/06 - 9/27/06). 
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HEREIN 13 IWCLASSIFIED 
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From: 

Sent: 

To: 

Subject: 


I l (QTD^ (CON) 

Wednesday. June 28. 2 006 11:13 AM 

CZZ___Z_ir(OTD)(CON) 


RE: FY03 & FY04 Planned vs. Actual • 


'bo 


b7i 
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Thanks 


-Original 


From: 

Sent: 

To: 

Sui^ect: 


i: 

t 


lr QTD)(OON> 
Tuesday. June 27. 2006 2:17 PM 
1 i rOTPl (CON) 


FY03 & FY04 Planned vs. Actual 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 


b7c 


FV03 

DCS5000 

Planned $17,000,000 
Actual $16,778,331 



DCS3000 
Planned I 
Actual 


ALL IflFORIIATIOH COnTAIHED 

HEREIN IS UNCLASSIFIED 

DATE 02-02-2009 BY 60322 /UC/LRP/PLJ/SdD 


FY04 

0CS5000 

Planned $11,220,000 

Actual $11,847,873 (plus another $6,502,830 from other Cost Centers) 


DCS3000 
PlonnecT 
Actual I 


OTD/ESTS/TICTU 

(o\ 

(F) 


1 





OTD) (CON 


I k QTDWCQN) 

Sent: Monday. Junp 1Q. 200fi 1 0:^9 AM 

To; t | {QTD^ (CON) 

Subject: R/V: ITAB Briefing Schedule {& Template) 


UNCLASSIFiED 

NON-RECORD 


FYI... 

J , fcs 

H i I hlc 

I will n eed some input from you regarding the budget and timeline for the various phases for friis presentation. I heard from 
I t oday that the presentation date has been moved from September 21 to sometime in November. 

Thanks. 

I 1 

— Original ^ 

From: i t fDTDVCQW^ ft 

Sent Monday. June 19 10:23 AM 

To: i IfQj m rFBIl b/C 

Cc: L ■ I (OTO) (CON) fc 7 E 

Subject*. FW: ITAB Briefing Schedule (& Template) 

UNCLASSIFIED 

NON-RECORD 


I 

Here is the IT AB template. Wh en I b ets in tomorrow, t wiH see what PowerPoint presentations she has on the DCS- 

3000, DCS-5000 f l and try to incorporate as much as I can. 

Thanks. 

I ^ 


b7c 

ALL IFFCRJIATIOM CDin-ADIZD 

HEREIN IS TIKCLA3SIFIED 

DATE 02-02-2009 BY 60322/UC/LRP/PLJ/sdb 


— Original Message — 

(oao) (CON) 
:53 AM 

From; 1 1 

Senb Monday. June 19, 2006 9 

To: 1 IfOTDVCONl 

Subject: RE; FTAB Briefing Schedule 


UNCLASSIFIED 

NON-RECORD 


Hi| I 

Thanks for your inquiry. 

Yes, the briefing is high-level. The ITAB members are all Assistant Directors - from all FBIHQ 
divisions. 

Attached is the template that the CIO established as the standard for all ITAB briefings. Use this as 
your guide and it is specific about the kind of information requested. 
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DCS-5000 System Security Plan (SSP) 


— 

Number 

Date 1 

Version l.O 

17 Nov 2003 

Version 1.1 

15 Mar 2004 j 

Version I.l 

30 Apr 2004 

Version 1.2 

7 Mar 2005 


15 Mar 2005 

Version 1,3 

17 Mar 2005 

Version 2.0 

16 Jun 2005 

Version 2.1 

23 Jun 2005 

Version 2.2 

24 Jun 2005 

Version 2.3 

27 Jun 2005 

Version 3.0 

25 Aug 2005 

Version 3.1 

26 Aug 2005 

Version 3.2 

14 Sep 2005 

Version 3.3 

15 Sep 2005 

Version 3.3a 

22 Sep 2005 

Version 3.4 

26 Sep 2005 

Version 3.4a 

1 



27 Sep 2005 


Description 


Initial Document 


Started first revisions to document 


Revisions completed 


Started first revisions to document 


Initial Change Review 


Format Standardization Chanaes 


2005 enrata sheet. 


/^SB^itef^OFORN/ 
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ALL IHFORMATIQF CQfJTAIIJED 
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(OTD) (FBJ) 

From: | I (OTD) (FBI) 

Sent: Friday, July 01, 2005 10:40 AM 

To: I | (OTD) (FBI) 

Subject: FW: Phone Records 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


T 

^ ■ I 

.. - ,1 ‘Message * 


FYI 

O riginal Message — - 

From I K OTD) (FBI) 

se nt: Thursday, June 30. 200 5 1:44 PM 

To;l I fOT DUFBni IfOTDUFSnJ I fOTPI (FBI); 

tOTD)(FBI); | | (OTD) (FBI); | K OTD) (FBI) 

Subject: FW: Phone Records 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

More l I nfo.,. 


6T(5yE5T5/TICTU 


O riginal Messaae- 

FromJ 


J(WF) (FBI) 


Se nt: Thursday. Jun e 30. 2005 1 1:07 AM 
TO) l(Cn3)(CON);l 

(O TD) (FBl)l IfFM) 

Cci l(CTD) (FBI);| 


](FBI)( 


n(OTD)(FBI);[ 


subject: RE: Phone Records 

SENSITIVE BUT UNCLASSIFIED 

NONrRECQRD 

A short list would include/ 

1. Provide automated uploading from DCS-3000^ 


JCTD) (FBI); HQ-DIV 13 | [TECH 


] 


bb 

b7C 


h2 

b6 

b7C 


b2 


-\hr:R 


Jslearly all Establishments use PRI-ISDN for telephone service. 


3. Provide automated uploading from the RedWolf collection system 

O riginal Message 

From i r CTD) (CON) 

Se nt: Wednesday, June 29, 2005 4 :45 PM 
To; I | (FBI) 


be 

b7i 


10/4/2006 




. t ^'^essage 

r.. • 
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Cc l I rCTD) (FBI)J l(CTD) (FBI); HQ-DIV13 | [T ECH 

Subject: Phone Records 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


[ 


helpful. 



sked me to contact you regarding an issu j 

Can you send me an email with details of tne issues'^ Anyihing you can provide will be 


Thanks, 

1 


b2 

he 

b7C 

lb7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 

TO: 

Subject: 


C 




loTD) 


(FBI) 


20, 2OQ6 12;2S PM 
I -- - - ^^ lOTD) (FB)) 


DCS Systems deployed 


UNCLASSIFIED 

NON-RECORD 


h|= Z~ I 

The total number of DCS-3000, 5000 J [ systems deployed in the field is | 

DCS3000 

DCS5000 



There are additional systems in repair/maintenance status as well as several in storage. Let me know if you need anything 
else. 


fc2 

ibo 

b7C 


UNCLASSIFIED 


ALL IITFOmiATIOJI C0MTAI5IED 

HEREIN IS UNCLASSIFIED 

DATE 01-20-2009 BY UC60322LP/PL J/CC 






Sent; Wednesday, May 03, 2006 3:26 PM 



Subject: DOJ IRP EXERCISE 


NON-REC.QRQ 


Gentlemen: 

K CSO/OTD) provided a list that identified each of you as POCs f or several 
be represented in the Annual DOJ IRP Desktop Exercise. This list was provide r 
EC soliciting POCs for specified FBI systems. 


fc 6 

f jms that need to 
in response to an 


In order to comply with Federal Information System Management Act (FISMA) requirements, DOJ must test, at 
least annuall y, all component computer system Incident Response Plans (IRPs). This ’’test” or "Exercise" verifies 
that all components have (1) incident response plans (IRPs) , and (2) that components know where they are and- 
use them. The results of the desktop exercise reflect not only the oamponents [FBU computer security posture, 
but also the Departments computer security posture. 

You were identified by your respective Division/Field Office CSO as the point of contact to participate in this years 
DOJ IRP desktop Exercise and you should have been contacted by your respective CSO regarding this as well as 
the systems you will be representing. This effort should take approximately 15-30 minutes of vour time to 
complete. Once completed, the required documentation will be e-mailed from you l H for 

compilation and dissemination to DOJ. Additionally, a Lessons Learned report will be required and must be 
received by May 10,2006. All required documents/templates are attached to this e-mail. 

Below are: (1 ) The section of the EC indicating the systems that need to be represented and (2) the instructions 
for participation in the desktop exercise. 

If any of the systems do have an ATO or they are unknown, or you are not the appropriate POC, please 
indicate so in a response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post- 
exercise. 


This exercise should take no longer than 15-30 minutes to complete. The exercise documentation is due to me 

nOQn ,JjJesday,_1J)J\/!AY2,0 .^^^ .... ^ — att TWFnDWiTTmiT rnirrin 


"Set Lead 25: (Action) 
OPERATIONAL TECHNOLOGY 


DATE: 01-20-2005 

CLASSIFIED BY UC60322LP/PLJ/CC 

PEA30N: 1.4 (g) 

DECLASSIEY ON: 01-20-2034 


ALL INFORMTION COHTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
HHERE 3H0UN OTHERWISE 
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bi 


b2 

b6 

1 

1 who will DarticiDate in this 

b7C 

Exercise no later than April 14, 2006 to 

1 

b7E 


EXERCISE INSTRUCTIONS : 

1 . Review the scenario's (choose the scenario that best applies to your system(s)). (The questions accompanying 
the scenario's are just for you to consider when addressing the scenario - no response to the scenario questions 
is necessary). 

2. Review/refer to the Incident Response Plan (IRP) j ^ BI-Net systems; Section 9.4 of your 

respective IRP; CJIS systems: appropriate Section(s) of your IRP. 

3. Fill-in the "Exercise Activity Log" - (the date and time will be the actual date and time you receive this e- 
mail. The first activity block is the scenario. Subsequent entries will address date/time and activities you 
performed when reacting to the scenario). 

4. Fill-in the "FBI Exercise Incident Report" - the date and time will be the actual date and time you receive this e- 
mail. Only fill-in as much information as you need to and are capable to. Not all blocks are expected to be filled- 
in, although they may if you know the information - it's up to you how much detail is provided.) 

5. All Exercise Responses (Incident Reports, Exercise Activity Logs) are due NO LATER THAN 12:00 Noon. 
Tuesda y, May 10, 2006 . 


I P OST-EXERCISE INSTRUCTIONS : 

1. Review Lessons Learned material 

2. Complete Lessons Learned documentation 

3. E-mail Lessons Learned materia r l no later than 12:00 noon. May 10 . 2006 . hs 

hlC 

Please contact me via telephone with any questions that you may have, keeping in mind that I am one-deep and 
there are multiple participants. Please retain the I RP. This is a livlno documerit . so make any /all adjustments to it, 
turn "track changes" on, and send those changes T I for configuration management of 

, the master document. I will return the updated document to you with the changes. This should become a cyclic 

. process as changes occur. 

I I 1 


TJTJU-Ajaincp - 


10/4/2006 




ALL CONTAim) 

HEKE|EH niS imCLASSIFIED 

DATE 01-20-2009 BY UC60322LP/PL J/CC 


TICTU 

COLLECTION PROGRAM ACCOMPLISHMENTS 

DCS-5000 

The DCS-5000 program's primary objective for FY2006 was to provide continued support to 
ensure that foreign counterintelligence collection activities could be accomplished. A major 
accomplishment of the DCS-5000 project team included Certification and Accreditation (C&A) 
of the DCS-5000 in March 2006; security upgrades for all sites will be completed by 15 October 
2006. Additionally, in an effort to reduce personnel and maintenance costs, exploration of new 
operational and technical concepts of providing digital collection capability are being explored: 

(1 ) TICTU is pursuing a regional architectur e and improveme nts to the current collection 
platform, and (2) implementation of a centrai r* H web services server, and disaster 

recovery backup system. Additional accomplishments include: 

. b2 

ib7E 


• Worked with representatives from th e Office of the General Couns el (OGC) on the Foreign 
Intelligence Surveillance Act (FISA)j^ 

• Instalied I I svstems and increased^ 

• Shipped and installed n workstations . 

• Provide training for approximatel^ i i Technical Agents (TAs)/TechnicaIly Trained Agents 
(TTAs) and Dedicated Contractor Support Personnel (DCSP), 

• Implemented remote maintenance capabilities. 

• Implemented Windows Workstations, 

• Implemented four major system software upgrades. 


♦ Number of sessions intercepted 


b2 

hlE 








• Coordinated and participated in two TICTU Regional Conferences, These conferences 
promoted discussions between representatives from all 56 FBI field offices and more than 
24 telecommu nicat ions carriers on operational issues related to CALEA. 

• Upgraded ove j | PCS-30Q0 server systems. 

• Implemented Continuity of Operations (COOP) procedures for both field offices and 
telecommunications carrier interconnection circuits. ' 

• Supported multiple field office requests for real*time| [intercept and 

collection. 

• Upgraded and enhanced th 

• Provided equipment and expertise for the interception of all FBI CALEA-based criminal 



and FISA pen registers with more than 50 te lecomm unications service providers. 
D evetooed and deployed thd 




b2 

b7E 


Developed a computer based training course for DCS-3000 software suite to provide 
guidance and training to all FBI field offices on CALEA-based telephony surveillance 
(TESUR). 
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CnCnCn UJUiCJUtOJCOU) 



1 , 0 INTRODUCTION 


1.1 (U) PURPOSE 

The purpose of this Project Closeout Report (PCR) is to document 
the accomplishments of and lessons learned from the Digital 
Coliection-03 project - 

1.2 (U) SCOPE 

1.2.1 Identification 

(U) The Digital Collection-03 project was conducted within the 
Telecommunications Intercept and Technology Unit f TICTU) . 

Elect ronic Surve illance Technolo gy Section (ESTS). I I 

I beca me the ! I for the project after j | 

I was called to active duty. Hence, both have been 
identified ! I in this report. 

(S) The Digital Collection-03 project was a one-year part of a 
multi-year Digital Collection Program within TICTU. The goal of 
this program is to deploy an automated system that supports the 
entire functional process of Electronic Surveillance (ELSUR) 
evidence and intelligence collection, processing, report 
generation, and presentation . 

1.2.2 (U) Project Closeout Objectives 

(U) The original objectives of the Digital Collection-03 project 
were to: 

b2 
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April 20, 2004 






During the course of the Digital Collection-03 project 
objectives. were 
caoabilities for 


I and ELSUR collections’ transmission will 

continue to be refined. 


2.0 ARCHIVED PROJECT DOCUMENTATION 

(U) The Digital Collection-03 project was established in mid-year 
a consolidation of analogous TICTU project and activities . 

A Statement of Need was not prepared for the consolidated 
project. Actual completed products are reflected below. 


Document Title 


Author 


Document Date 


Statement of Need 


Project Plan 


Auaust 31 


Technical Requirement 
Specification 


Project Status Reports 


Bureau Files . 


Every 60 days/ 


Project Closeout Report 


April 20r 2004 


3 . 0 PROJECT SUMMARY 


MISSION NEED 


The goal of Digital Collection-03 is t 


Bureau Files 


e Digital Collection 


April 20, 2004 



















reject will provide 


<U) SYSTEM 

DESCRIPTION 





The systems beir 

la implemented in 

Proj ect 

Digital 

Collection- 03 

includel 

_J DCS-5000, 

and 

DCS-3000 . 

The functional 

capabilities of 
sections . 

each system 

are 

addressed 

in the 

following 


(U) 3 v2 . 2- DCS -5000 

Functional caoabilities of this system include the followin 




3.2.3 (U) DCS-3000 

U) Functional capabilities of this system include 
• Initiates connection to TSP switches 


April 20, 2004 




X 


Matches incoming Call Data Content and Call Carrier 
Content 

Stores and forwards capability for CALEA J-STD data 

OPERATIONS CONCEPT 


(U) Digital Collections systems are the FBI's orimarv vehicles 


nm 1 1 1 1 — ■ 


or intelligence and criminal 
igital collection systems will be 



Digital Collection systems are capable of 



Digital Collections systems are used 



3.4 (U) PROJECT ORGANIZATION 


(U) The Digital Collection-03 project team and supporting 
organization is depicted in the following figure. There were 



April 20, 2004 



changes in the section and unit management positions over the 
course of the project. 



(U) 


35 


X 


PROJECT DELIVERABLES 


(U) The following deliverable items were expected to be delivered 

an^ installed over the course of the project. All items were 
delivered as specified in the technical requirements. Delivery 
dates are available from TICTU implementation records. 



Deliverable Item 
DCS-5000 

Delivery 

Date 

Current 

Location 

■ 

Red Wolf Systems 

See PL 

Field Offices 

2 

Red Wolf Systems 

See PL 

Field Offices 


Red Wolf Systeins 

See PL 

Field Offices 

n 

Systems 

See PL 

Field Offices 



Major Deliverable Items 


DCS-6000 



H 


See PL 

Field Offices 

2 



See PL 

Field Offices 

3 


L 

See PL 

Field Offices 

m 

1 

See PL 

Field Offices 


I 1 


b Q 
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h2 

b7E 
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3.6 (U) TECHNICAL PERFORMANCE 


(U) The Digital Col lftcti on-Q3 project was the culmination of 
TICTU’s effort to acquire I 

products to meet the FBI's needs for the digital collection o 
evidence and intelligence. 


.0 X 


KEY DECISIONS 


4.1 (U) DEPLOYMENT CHANGES 



5 . 0 PERFORMANCE 


April 20, 2004 





5.1 (U) COST PERFORMANCE 

Original Budgeted Cost: 

Total Budgeted Cost*: 

Actual Cost-at-Completion: 919, 516 

Variance** ($ ) : 

Variance** (%] : 

*The Total Budgeted Cost reflects the contract baseline cost as 
revised by changes in system deployment requirements - schedule 
changes, system (s) reconfiguration, additional system deployments 

**Variances determined using the Total Budgeted Cost and Actual 
Cost-at-Completion 

5.2 (U) SCHEDULE PERFORMANCE 



FY2003 


FY 2004 


2nd 

3rd 

4 th 

1st 

Qtr 

Qtr 

Qtr 

Qtr 




Work Flow Mgr 


6.0 LESSONS LEARNED 

1. (U) Key decisions (at HQ level) concerning acquisition 

strategy delayed RFP and subsequent award. Timetable for award 
affected ability to conduct source selection evaluation prior to 
end of fiscal year and funds expiration. 

(U) Recommendation. Consider impact of external influences on 
procurement strategy and develop alternatives for streamlining 
solutions (contracting, legal) , 
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TICTU’s Submissions to the Director’s Report 
January - August 2006 


b2 

b7E 


(U) January 24, 2006: TICTU personnel met with Section Chiefs and representative staff of 
Counterterrorism Division (CTD), Counterintelligence Division (CD) and Language Services 
Section (LSS) to discuss FY05 accomplishments, FY06 initiatives and fu ture requirements f or 
the Di gital Collection Svsteni . Section Chiefs that were briefed included F I 

(LSS)J { the International Terrorism Operations Section (ITOS I), and b7c 

| (ITOS II). All .expressed their appreciation and considered the briefings 
extremely helpful. 


fU) January 2006: The DCS-3000 system was used in a case involvin J 


(U) February 3, 2006: The Security Division's Accreditation Unit, having conducted a review 
of the Certification Documents for the DCS-5000 in accordance with the requirements set forth 
by Bureau, Departmen tal. National policy, and the FBI Certification and Accreditation 
Handbook, granted the l I 


(U) February 21 -24, 2006: TICTU personnel traveledf 


to assist with the 


conversion of thousands of old DMW archived audio sessions fFISA> to Windows-compatible 


audio files presentable for trial. This support was for the^ 
investigation. 


(U) March 2006: The l | RA was extremely pleased T I 

tremendous efforts that led to the identification of a subject prior to the subject being able to 
carry out his threats, and who later confessed to making threatening calls. They may need 
additional help for the AUSA to show an interstate nexus. 


(U) March 6-8, 2006: TICTU personne l traveled to thj ho retrain support personnel 

so that they will be able to aid case agentsi 




lU) March 1-3, 2006: TICTU personnel provided training for Tech Agents and financial 
support personnel ini 1 



1 

There were 6-8 


DilTE: 01-20-2009 

CLASSIFIED BY UC60322LP/PLJ/CC 
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DECLASSIFY ON; 01-20-2034 
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personnel in attendance at this five hour training. 

(U) March - April 2006: Suc cessful move from ERF to ERF-E of T ICTU's administrative ^ 

facilities and four laboratories I I dCS 5000 and DCS 6000), ^ 7 ^ 

as well as TICTU's approximatdvi bersonncl. TICTU became the first Unit to occupy bvE 

ERF-E. 


(U) April 12-13, 2006: The TICTU conducted a two-day seminar on switch-based intercept 
concepts and methods in San Diego, California. The seminar was designed for Technically- 
Trained Agents (TTAs) and support personnel who routinely use collection equipment supported 
by TICTU. Th e seminar provided training on new DC $-3000 features and updated on many 
issues related to i I Additionally, the participants acquired a 

current overview of the Communications Assistance for Law Enforcement Act (CALEA) 
compliant solutions that telecommunications carriers use, and an updated description of the 
techniques developed by TICTU to provide intercept capabilities for these carriers' solutions. 


(U) May 22 - 25, 2006: TICTU personnel traveled 


Jto help finalize conversion 


of thousands of old DMW archived audio sessions (FISA), and hundreds of old audio sessions 
stored on reel-to-reel tape, to Windows-compatible audio files presentable at trial. Also retraine d 
ELSUR storage and supp ort personnel in these processes. This support was for the ! i 

I I investigation. 


(U) June 6-7, 2006: The TICTU conducted a two-day seminar on switch-based intercept 
concepts and methods in Denver, Colorado. The seminar was designed for Technically-Trained 
Agents (TTAs) and support personnel who routinely use collection equipment supported by 
TICTU. The seminar provided training on new DCS-3000 features and updates on many issues 
related to switch-based electronic surveillance. Additionally, the participants acquired a current 
overview of the Communications Assistance for Law Enforcement Act (CALEA) compliant 
solutions that telecommunication carriers use, and an updated description of the techniques 
developed by TICTU to provide intercept capabilities for these carriers solutions. 


(U) June 9, 2006: Two Customs and Border Protection Inspector arrested and charged wit h 
waving s mugg lers into the country in exchange for bribes. The two investigations involved f I 
T-IIIs an d In en registers. 



(U) June 16, 2006: 





racketeering 



nvestigation involved|*~lT-ins an a li en registers. 


(U) Jone 20, 2006: Received $1 .54 million in Global War on Terror ism TGWOT) su pplemental 
funding from Finance Division to purchase Digital Collection System 

(U) July 6, 2006: TICTU personne l pro vided training for Tech Agents and financial support 
personnel irl bn thel I 


attendance at this five hour training. 

(U) July 27. 2006: TICTU persorm el prc 
personnel! Ion the 


There were 6-8 personnel in 


attendance at this five hour training. 


I There were 6-8 personnel in 


(U) August 1. 2006:1 | convcyed t j [ that their assistance in setting up the 

[ location worked and the mu rder-fugitive was arrested yesterday 
morning in a remote construction site well to the west! 


I Arrest was made, no shots fired. 

(U) Aug ust 1-2. 200 6; TICTU met with memb ers of the DEA 's Subpoena Intelligence Center 
Staff an j| p iubpoena Compliance Staff ! [ regarding electronic formatting to 

examine possible strategies for speeding up/streamlining processing of phone records within the 
Bureau. 

(U) August 21, 2006: The recent DC S-300Q solutionP krovidedl [ allowing 

them to get pen data to their ! I location and into th j b vstem was invaluable. 

Instead of providing pen data for what was expected to be a short period of a few davs. it 
continued to provide data to their Title Ills for two weeks | I 

I i nt o the new version at the CMP. The 

problem was solved last week, but | [ equipment allowe d [ to have a manageable problem 
instead of a major headache. 

Ongoing: 

f><^ 





(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 10/02/2006 


To: Finance 


Attn: 


Criminal Investigative 


Rm 5155 


IT Operations 


Rm 6421 


From: Operational Technology 

Electroni c Surveill^ 

Contact : I 


D’ 


'TICTUj l-ERF 


Approved By: 


Drafted By: 
Case ID #: f 


Title: 


Synopsis: Finance Division is 



under the GSi 


contract . 


Enclosure (s) : FD-369, 


in the amount of $90,000. 


Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technology 
perform lawfully authorized electronic surveillance (ELSUR) 
telecommunications services. 


The DCS-3000 and DCS-50QI 


ns provide 


I The 

local service available under the | | contract will allow for 
DCS''3000 and DCS-5000 development, testing, and operations under 
exigent circumstances . 


ALL INFORIIATIQII CONTAIEIED 

HEREIN IS rifJCLASSIFIED 

DATE 01-20-2009 BY UC60322LP/PLJ/CC 




To: Finance From; Operational Technology 

Re: I I 10/02/2006 



Mil liill I M 


I under the G$A | I contract . Fun ding is 

from Budget Item IC, Sub-object Classification) 


2 


fy07.wpd 





To: 

Re: 


Finance From: Operational Technology 

I 10/02/2006 


fo2 


LEAD(s) : 

Set Lead 1 : (Action) 

FINANCE 

AT WASHINGTON, DC 

The Finance Division is requested to take steps, on the 
behalf of TICTU, to enter into a procurement for a network that 
will support the operation and maintenance of ELSUR systems for 
emerging wireless and wireline telecommunications technologies. 

Funding in the amount of $90. 000 is av ailable from Budget Item H -2 

ICr Sub-object Classification ! | 

Finance Division is requested to process this 
procurement request and notify OTD of its receipt and completion. 

Set Lead 2: (Info) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 


For information only. 

Set Lead 3: (Info) 

IT OPERATIONS 

AT WASHINGTON. DC 


For information only. 


CC: 


J - , 



i - "f 



^ERF 

h2 

1 

Jerf 

o 


fERF 

b7i 


, „ |erf 

b7i 


j-ERF 



♦♦ 


3 


.fyOT.wpd 


b2 

b'VE 


o u 



V •'i 
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(Rer 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Finance 

Counterintelligence 


IT Operations 


Date: 09/07/2006 


Attn: 



Rm 5270 


Rm 6421 (Enc) 


From: Operational Technology 

Electroni c Surveillance Technoloc 

Contact : I 


Approved By: 


Section/TICTU D ERF 



Drafted By: 
Case ID #: [ 
Title: | 

Synopsis : ' 

funding fori 


)ntinued 


under 


le GSAI 


contract . 


Snclosure (s) : FD-369, 


in the amount of $1,000,000, 


Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technology to 
perform lawfully authorized electronic surveillance (ELSUR) of 
telecommunications services . 



■.yOl .wpd 


ALL ILTFOPJUlTIOH COIJTAIHED 

HEEEIH IS UNCLASSIFIED 

DATE 01-20-2009 BY UC60322LP/PLJ/CC 


tj" tf 




Operational Technology 
09/07/2006 


$1,000,000 be allocated to 


’ICTU requests that 


The Finance Division is requested to take steps, on the 
behalf of TICTU, to enter into a procurement for a network that 
will support the operation and maintenance of ELSUR systems for 


Funding in the amount of $1,000,( 
Item IC, Subobject Classificatioi 


.e from Budget 


2 


fy07 . wpd 




Operational Technology 
09/07/2006 


Set Lead 1 : (Action) 


FINANCE 


AT WASHINGTON, DC 

The Finance Division is requested to take steps, on the 
behalf of TICTU, to enter into a procurement for a network that 


Funding in the amount of $1^000,0 00 is avai lable from Budget 
Item IC, Subobject Classification 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

For information only. 

Set Lead 3: (Info) 

IT OPERATIONS 

AT WASHINGTON. DC 

For information only. 

CC: |-ERF (Enc) 

(Enc) 

F ERF (Enc) 
i -ERF (Enc) 

I ERF (Enc) 
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(Rev. 01-31-2003) 


FEDERAL. BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To: Finance 


Date: 11/18/2005 


Attn; 


/18/2005 b2 

I 

i Rm 6875 b7c 

nc)- b7E 

Rm 6875 


Criminal Investigative 
IT Operations 

From: Operational Technology 

Electroni c Surveillc 

Contact: I 


Approved By: 



I Rm 5155 (Enc) 
Rm 6421 (Enc) 


o 


TUJ HERF 


Drafted By: | | 

Case ID # ; 

Title : 

Synopsis : The Finance Division is requested to prov ide continued 

under the GSA 

I Icontract . 


Enclosure (s) : FD-369, 


in the amount of $610,000. 


Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technology to 
perform lawfully authorized electronic surveillance (ELSUR) of 
telecommunications services . 

The DCS-3000 and DCS-5000 systems provide I 


ALL IlfFQP^IATIOI'I CONTAIMD 

HERE IF IS UFCLASSiriED 

DATE Oi-20-2009 BY UC60322LP/PLJ/CC 



To: Finance From: Operational Technology- 

Re: I I 11/18/2005 


The TICTU requests that $610, 000 be 
from Budget Item JM, Subobject Classification 


2 


|FY06.wpd 



To: Finance From: Operational Technology 

Re: I I 11/18/2005 


LEAD<s) : 

Set. Lead 1 : (Action) 

FINANCE 

AT WASHINGTON. DC 

The Finance Division is requested to take steps, on the 
behalf of TICTU, to enter into a procurement for a network that 
will support the operation and maintenance of ELSUR systems for 
emerging wireless and wireline telecommunications technologies. 

Funding in the amount of $610,000 is availa ble from Budget |b 2 

Item JM, Subobject Classification I ' 

Set Lead 2; (Info) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON, DC 
For information only. 

Set Lead 3: (Info) 

IT OPERATIONS 

AT WASHINGTON, DC 


For information only. 




• A 



SENSITIVE BUT UNCLASSITItD 
NON-RECORD 


Gentl em en, 


I have a m eeti ng 1 lam this m orning to discuss sora e sped fic situations w here ml ings need to ^ 

be made on cl assi fication. Betore I go I want to m ake sure that I descri be your situation accuratel y. 



If there is a plan to connect thi s to the DCS 3000 or DCS 5000, please 1 et me know how that connecti on will be 
establ ished. I recal 1 seei ng som e com ment on the use of j | 

Respectf ully. 



ALL IlJFORHATIOn COHTAIHED 

HEREIfl IS UJJCLA33IFIED 

DATE 01-20-2009 BY UC60322LP/PLJ/CC 


6 


w o 






From: 

Sent: 

To: 

Subject: 


SENsrn\E Birr unclassified 
NON-RECORD 


* Ithis is what i was talking to you about at the breakfast meeting. Either we get FISA unit down here, or we go up there, 
but we need to get this worked out*! 



hS 

(UD) (FBI) 


SENSITIVE BUT UNCLASSIFftP 
NON-RECORD 


O riginal Message — - 

From ! I (UD) (FBI) 

Se nt: Wednesday. Auan sf 04. 2004 1:35 PM 

To i r r m>rFBni 

Subject: FW: Results froml |m< 



Hello guys, 

( was speaking witi i r egarding another matter when this one came up. Please review and let's get 

together and complete this task. 

Thanks, 


38 





. — O riginal Message--— 

' From r l (rrD) (FBI) 

Se nt! Wednesday. Au Qugt 04, 2(K)4 12:58 PM 

To ! If TTD ] rFBT^ 

Subject: RE: Results from] |Meeting 


b6 

b'/C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I would recomm epd that vou see k official written gui dance I 

I It seems a little likd 


loursuant to and based on the 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 

FnnineArinn Refiearrh Farillfaf 


-ax 
pagej 




SCIENCES TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


O riginal Message — - 

From j I (ITD) (FBI) 

Se nt: Wednesday, 04, 2004 11:55 AM 

To j l OTD HFBI) 

Subject: R/vrS^ults from | [ Meeting 


lb 6 
b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hellol 


Enclosed is one of several e-mails I received from 
think! 


Let me know what you 
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From i l (DivU^ (CON) 

SenJj_t2fi0daiiJiaiLi2*,2004 1*16 

Toi l I rERI ( FBn;l 

C d I f ER) fFBni 

Subject: Results fromi Meeting 


l(ER) (FBI);| 
KDivll) (FBI) 


(ER) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Gentlemen, 


I spoke to | | today_andjwas.^l_e^ som e better i nformation regard! ng how to handl e the 

information collected by th^T I 



How’s THAT &r a run-<m sentence? 


So basically, what this means to y ouJ 



OK, now that 1 hav e sai d all that. If you want official written guidance. P lease contact 
request a w ritten respoiKe, ' 


Respectf ully, 








l(OTP) (FBt) 


ALL INFOPMATION COrTAIHED 

HEREIN IS UNCLASSIFIED 

DATE 01-23-2009 BY UC60322LP/PL J/CC 


From; I I hTD) (FBI) 

Sent: Thursday . August 05. 2004 11:25 A M 

To; I yiTD^ rFBll 

Subject; FW: Pen Regi sterj 


b2 

k>6 

hlC 

fo?E 


SENSITIVE BUT UNCLASSIFIH) 
NON-RECORD 


We need to cal( ]and explain what the concern is. Let's do this after lunch today, about 2:00 PM. 


i 

O riginal Message 

Froir l l (OGC) (FBI) 


Sent: Thursday. Audi 

ToJ 1 

ust 05, 2004 10:45 AM 
(Tm^ fFBI) 

cd r 

OGC) (FBI);I |(OGC) (FBI) 

Subject; R£: Pen Register, 

\ 


SENSmVE BUT UNCLASSIFIED 
NON-RECORD 


H^CZZI 

Congratulations on getting the UC job. 

Could you give me a little more detail on what the field sees as the issue(s) that need to be resolved? I think there are 
probably some policy people in OGC who should also be involved, but I need to understand the issue a little better first. 

ThanKs. , 


O rioinaJ Message — — 

From l I fUD) (FBI) 

Se nt; Thursday, August 05 . 20(M 10:16 AM 

To j l (( 

ccr 


KnP) (FBI) 


l(rTD) 


i 


J (OGC) (FBI) 
(SecD) (CON)r 


Subject; Pen Register, 


(fm)T 


[ 


S TD) (FBI)f 
(ITD) ( FBn 


1(IT D)(FBI)[ 


]( rrD) (FB1);[ 


KITD) (FBI); r^ l (rTP)(FBI); 


I am [ 

Unit (TICTU)[ 


"Tnew ly assi gnedf 


, _ I for the T elecom munications Intercept and Col lection T echnol ogy 

I This unit pmentto all FBI field offices. 

This equi pment ranges f rom thc | J the DCS -3000 (sw itched based 

equipment), the DCS -5000 (FIS A I am contacti ng you to schedul e a 

meeting of all parties listed i n the cc; (and any you deem necessary ) to meet here at E RF and w ork towards w ritten 


46 





TICTU is Ciirrenti y recei ving increased com m unications from the field offices as to the di recti on to follow. I am 
providing two possi ble dates to m eet: Thursday , August 26, at 10:00 a.ra . or Friday, Septem her 3rd at 10:00 a.m . 
Please adv ise of th e date y ou prefer , and if additional information is needed bef ore we meet. 1 can be contacted v ia e- 
mail or by telephonel p aw ait your response. 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BI7T UNCLASSIFIED 
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Message 

I I (OTP) ^BI) 

From: | | (Divll) (CON) 

Sent: Monday, May 10 , 2004 8:56 AM 

To: I |(FBI) 

Subjec t: RE: Discuss ion with i Hi 


Page 1 of 2 

ALL INFORHATIOff COIITAIHED 

HEREm IS UMCLAS3IFIED 

DATE 01-20-2009 BY UC60322LP/PLJ/CC 


h 
h 
b7c 


SENSmVE BUT UNCLASS IFTED 
NON-RECORD 


] 


Thanks for the clarifications. 


Respeclfu By, 


I I 

CU, IAS, Security Divsion 

l~^ 1 


‘Original Message- 


From:[. 


□ (ER) (FBI) 


Se nt; Monday. 
To:| 

Cc; 


May 10 2004 8:53 AM 
Zl](Dlvin (CON)! 


Subject: RE: Discussion with|j 


1(Dl vn)(FBI)I 


P(ER) (FBI);[ 
I^R) (FBI) 


](ER) (FBI) 


b2 

bo 

L7C 

b7S 


SENSmVE BUT UNCLASSI FIED 
NON-REC ORD 



module Is not required by ttie system and can be removed in needed. 


In a maj ority of FO’s the 
addressed 


DCS 3000 is connected to the systenn. Specific connection details should be 
](ERF) 


Or iginal Message 

From; t l (Divll) (CON) 

Sent: Monday, May 10, 2004 8:44 AM 

To! » I(E R) (FBI) J K ER) (FBI); | |(ER) (FBI) 

Cc; I FDivll) (FBI)J | (ER) (FBI) 

Subj«*: Discussion wittj I 


SENSTITVE BUT UNCLAS SIFIED 
NON-RECORD 


Gentlemen, 


I have a meet ing with! la t 11am this morning to discuss s ome specific situations 


10/4/2006 


CM Vi? 




Message 


Page 2 of 2 


where rulings need to be made on classification . Before I go I want to make sure t hat I describe 
your situation a ccura tely. 




SENSmVE BUT UNCLASSIFIED 


S£NSm>E BUT mCLASSIFlED 


SENSm\E BUT UNCL ASS IFIED 


10/4/2006 



Message 


Page 1 of 1 



Subjec t: Pen register da la for FISA related collectbn 


SENS m\E BUT UNCLASSIFIED 
IViOtl^RECO 




SENSinW BUT UNCLASS IFIED 


10/4/2006 










From: 

To: 

Date: Mon, Oct 6, 2003 2:50 PM 

Subject: Certification and Accreditation Kickoff meeting for DCS 


be 

b7C 


Per our conversation this morning, 1 would like to schedule a kickoff meeting for the certification and b 2 
accredita tion effort for the Digital Collections Systems for 1 1:00 a.m. on Thursday, 16 October 2003 at^^ 
I I facility. I think the meeting will take about two hours plus lunch break. 


The purpose of the meeting is to introduce to you and your tean j 
I team may have including answering any 


b6 

b7C 

fo7E 


1 IfDCS 50001 1 Yourself (DCS 3000]| 

1 

1 Ithe DCS 3000 or 

1 |You may also want to hav€ 

|attend as well. Of course anyone 



Please confirm that this is a good date and time for you and your team. 
Thanks! 


be 

fc7C 


CC: 


ALL IKFCiRHATIOK COIfTAIHED 

HEREIN IS m^CLASSIFIED 

DATE 01-20-2009 BY UC60322LP/PLJ/CC 




b6 

fo7C 


From: 

To: 

Date: Tue, Oct 14, 2003 10:32 AM 

Subject: DCS 3000, 5000, 6000 CNA Effort 

There is a meeting scheduled Thursday, October 16, 2003, at 1 1:00am in the main conference room 
for the DCS 3000, 5000, 6000 CNA efforts. 

Your attendance is appreciated. If you are unable to attend, please send a representative from your 
group. 


ALL IMFORilATION COIJTAINED 

HEREIN IS UNCLASSIFIED 

DATE 01-20-2009 BY IJC60322LP/PLJ/CC 




Tue, Oct 14, 2003 9:46 AM 

Fwd: Certification and Accreditation Kickoff meeting for DCS 


□ please try and attend.. .this is very important. 


thanks! 
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DECLASSIFY ON: 02-04-2034 


DCS 5000 

System Security Plan (SSP) 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
lOHERE SHOUN. OTHERWISE 



System Designator: N/A 


Date: 30 April 2004 


Version: 1.0 


For Official Use Only 
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1.1.2 Key System Points of Contact 


Name 

1 ■ 

Organi2ation 

ITD 

Commercial Phone: 


Name 

Organization 


Commercial Phone: 


Name 

Organization 

Ticru 

Commercial Phone: 


Name 


Organization 

TICTU 


Commerciai Phone: 
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Attachment B — ERF Facility Layout and Overview 
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9.0 Interconnection Security Agreemeat 

N/A 


For Official Use Only 
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12.0 Exceptions 

N/A 



For Official Use Only 


For Official Use Only 

38 




FEDERAL BUREAU OF INVESTIGATION 
FOlPA 

DELETED PAGE INFORMATION SHEET 
Serial Description ~ COVER SHEET 


Total Deleted Page(s) ~ 365 

Page 4 ~ Duplicate Division Documents Section 6 Page 56 

Page 6 ~ Duplicate Division Documents Section 4 Page 258 

Page 7 ~ Duplicate Division Documents Section 6 Page 59 

Page 8 ~ Duplicate Division Documents Section 6 Page 60 

Page 9 ~ Duplicate Division Documents Section 6 Page 61 

Page 10 ~ Duplicate Division Documents Section 6 Page 62 

Page 11^ Duplicate Division Documents Section 6 Page 63 

Page 16 ~ b2, b4, b7E 

Page 17- b2, b4, b7E 

Page 18 - b2, b4, b7E 

Page 19- b2, b4, b7E 

Page 20 - b2, b4, b7E 

Page 21 - b2, b4, b7E 

Page 22- b1, b2, b4, b7E 

Page 23 - b2, b4, b7E 

Page 24 - b2, b4, b7E 

Page 25 - b2, b7E 

Page 26 - Duplicate Pages 26-107 of File 
Page 27 - Duplicate Pages 26-107 of File 
Page 28 - Duplicate Pages 26-107 of File 
Page 29 - Duplicate Page 26-107 of File 
Page 30 - Duplicate Pages 26-107 of File 
Page 31 - Duplicate Page 26-107 of File 
Page 32 - Duplicate Page 26-107 of File 
Page 33 - Duplicate Page 26-107 of File 
Page 34 - Duplicate Page 26-107 of File 
Page 35 - Duplicate Page 26-107 of File 
Page 36 - Duplicate Page 26-107 of File 
Page 37 - Duplicate Pages 26-107 of File 
Page 38 - Duplicate Pages 26-107 of File 
Page 39 - Duplicate Pages 26-107 of File 
Page 40 - Duplicate Page 26-107 of File 
Page 41 - Duplicate Pages 26-107 of File 
Page 42 - Duplicate Pages 26-107 of File 
Page 43 - Duplicate Pages 26-107 of File 
Page 44 - Duplicate Pages 26-107 of File 
Page 45 - Duplicate Page 26-107 of File 
Page 46 - Duplicate Page 26-107 of File 
Page 47 - Duplicate Page 26-107 of File 
Page 48 - Duplicate Page 26-107 of File 
Page 49 - Duplicate Page 26-107 of File 
Page 50 - Duplicate Page 26-107 of File 
Page 51 - Duplicate Page 26-107 of File 
Page 52 - Duplicate Pages 26-107 of File 




Page 53 ~ 
Page 54 ^ 
Page 55 -- 
Page 56 ~ 
Page 57 ^ 
Page 58 ^ 
Page 59 ~ 
Page 60 ~ 
Page 61 ^ 
Page 62 ^ 
Page 63 
Page 64 ~ 
Page 65 ~ 
Page 66 
Page 67 
Page 68 ~ 
Page 69 ~ 
Page 70 ~ 
Page 71 ~ 
Page 72 ~ 
Page 73 ^ 
Page 75 ~ 
Page 76 
Page 77 ~ 
Page 78 ~ 
Page 79 ^ 
Page 80 ~ 
Page 81 ~ 
Page 82 ^ 
Page 83 ~ 
Page 84 ^ 
Page 85 ~ 
Page 86 ~ 
Page 87 ^ 
Page 88 ~ 
Page 89 ~ 
Page 90 ~ 
Page 91 ~ 
Page 92 ~ 
Page 93 ^ 
Page 94 
Page 95 ^ 
Page 96 ~ 
Page 97 - 


Duplicate Page 26-107 of File 
Duplicate Page 26-107 of File 
Duplicate Page 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26 - 107 of File 
Duplicate Pages 26 - 107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26 - 107 of File 
Duplicate Pages 26 - 107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Page 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 
Duplicate Pages 26-107 of File 


Duplicate Pages 26 

-107 of File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 

Duplicate Page 

26- 

107 

of 

File 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Paqe(s) X 

X 


X No Dublicadon^ee X 

)boaxm:^xSxxx^cxxxxxxx^ 



Page 98 ~ Duplicate Page 26-107 of File 

Page 99 ~ Duplicate Page 26-107 of File 

Page 100 ^ Duplicate Page 26 - 107 of File 

Page 101 ~ Duplicate Page 26-107 of File 

Page 102 ~ Duplicate Page 26-107 of File 

Page 103 ~ Duplicate Page 26-107 of File 

Page 104 ~ Duplicate Page 26-107 of File 

Page 105 ~ Duplicate Page 26 - 107 of File 

Page 106 ~ Duplicate Page 26-107 of File 

Page 107 ~ Duplicate Page 26-107 of File 

Page 112- b2, b4, b7E 

Page 113- b2, b4, b7E 

Page 114- b2, b4, b7E 

Page 115- b1,b2, b4, b7E 

Page 116- b2, b4, b7E 

Page 117 - b2, b4, b7E 

Page 118- b2, b4, b7E 

Page 119- b2, b4, b7E 

Page 120- b2, b4, b7E 

Page 121- b2, b4, b7E 

Page 126- b2, b4, b7E 

Page 127- b2, b4, b7E 

Page 128 - b2, b4, b7E 

Page 129- b2, b4, b7E 

Page 130- b1, b2, b4, b7E 

Page 131- b1,b2, b4, b7E 

Page 132- b2, b4, b7E 

Page 133 - b2, b4, b7E 

Page 1 34 - b2, b4, b7E 

Page 136- b1, b2, b4, b7E 

Page 137- b1,b2, b4, b7E 

Page 138- b1, b2, b4, b7E 

Page 139- b1,b2, b4, b7E 

Page 142 - b2, b4, b7E 

Page 143 - b2, b4, b7E 

Page 144 - b2, b4, b7E 

Page 145 - b2, b4, b7E 

Page 147 - b2, b4, b6, b7C, b7E 

Page 152 - b2, b4, b6, b7C, b7E 

Page 153- b2, b4, b7E 

Page 154- b2, b4, b7E 

Page 155- b2, b4, b7E 

Page 156- b2, b4, b7E 

Page 157- b2, b4, b7E 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
XNq Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXX)00(XXXXXXXX 



Page 1 58 ~ 
Page 159 ~ 
Page 160 ~ 
Page 161 
Page 162 ~ 
Page 163 ^ 
Page 164 ~ 
Page 165 ~ 
Page 166 ^ 
Page 167 ~ 
Page 168 ~ 
Page 169 ~ 
Page 170 ~ 
Page 171 ~ 
Page 172 ~ 
Page 173 ~ 
Page 174 ~ 
Page 175 ~ 
Page 176 ~ 
Page 177- 
Page 178 - 
Page 179 - 
Page 180 - 
Page 1 81 - 
Page 182 - 
Page 183- 
Page 184 - 
Page 185 - 
Page 186 - 
Page 187 - 
Page 188 - 
Page 189- 
Page 190 - 
Page 191 - 
Page 192- 
Page 193 - 
Page 194- 
Page 195- 
Page 196- 
Page 197- 
Page 200 - 
Page 202 - 
Page 203 - 
Page 204 - 


b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b1, b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b1, b2, b4, b7E 
b1, b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 

Duplicate Division Documents Section 7 
b2, b4, b7E 
b2, b4, b7E 
b2, b4, b7E 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Pee X 
X for this Page X 

xxxxxxxxxxxxxxxxxxxxxxxxx 



